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Regulators have long recognised the importance of 

adverse media screening for effective risk management. 

Leveraging open-source negative news is particularly 

useful for financial institutions’ (FIs) risk assessments, 

enhanced due diligence (EDD), and ongoing monitoring. 

Because media plays a critical role in identifying and 

understanding risks, it is integral to a risk-based approach, 

advocated by the global money laundering and terrorist 

financing watchdog, the Financial Action Task Force 

(FATF). 

In a move away from tick-box compliance, this dynamic 

approach recognises resources as finite. It allows firms to 

focus efforts on higher-risk scenarios while simultaneously 

requiring them to truly understand the risks their 

customers pose throughout the entire relationship. 

Adverse media is indispensable in this regard, giving early 

warning signals to emerging potential risks. Gaining critical 

importance and facing varied guidance across jurisdictions, 

its strategic implementation is essential for forward-

thinking and innovative FIs. 

This report overviews the Asia Pacific (APAC) regulatory 

landscape, looking at overarching trends and critical 

developments in key countries. It discusses specific 

challenges faced in APAC, providing a proactive 

perspective for FIs to enhance their anti-financial crime 

strategies.
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APAC and its key 
jurisdictions 
The APAC region is experiencing pronounced changes. Widespread 

legislative reforms have ushered in more financial crime investigations 

over the past few years, with an aim to align more closely with 

international standards. This increased crackdown is set against a 

backdrop of digital transformation in financial markets with a broad 

spectrum of maturity, and influenced by diverse political perspectives. 

APAC countries respond differently to emerging technologies like 

cryptocurrency, with some adopting progressive regulatory frameworks 

while others impose bans. These conditions make for a fragmented and 

uneven regulatory environment. Looking ahead, APAC braces for a big 

election year in 2024. National elections can trigger regulatory changes 

and priorities across the region, amplify political disputes, and spur new 

allegations. Read on for a deeper analysis of key countries.
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  Australia 

The Australian Transaction Reports and Analysis 

Centre (AUSTRAC) suggests reviewing adverse media 

as part of a comprehensive risk assessment process. 

It is particularly relevant in identifying the source of 

funds and wealth of customers, especially in high-risk 

scenarios1 and when assessing correspondent banking 

relationships.2 

Looking ahead, the Tranche 2 reforms are advancing 

within Australia’s anti-money laundering and counter-

terrorist financing (AML/CTF) regulations. These reforms 

broaden the scope to encompass a range of professions 

and industries, specifically targeting designated non-

financial businesses and professions (DNBPs) like 

lawyers, accountants, and real estate agents. As the 

consultation process continues, FIs can expect to 

implement more rigorous customer due diligence (CDD) 

processes and record-keeping, especially when dealing 

with entities and subjects from these newly included 

sectors. 

AUSTRAC outlined its regulatory priorities for 2024, 

which include bolstering AML/CTF efforts in the banking, 

gambling, and remittance sectors, which face higher 

risks. Additionally, digital currency exchanges, payment 

platforms, bullion, and non-bank lenders and financiers 

will become the focus of increased regulatory activities.3 

To address the key shortcomings outlined in AUSTRAC’s 

priorities, FIs must focus on enhancing the culture of 

compliance within their organisation. Adopting risk-based 

practices such as adverse media screening is crucial 

to transitioning from a tick-box approach to a deeply 

embedded and proactive risk management culture. This 

approach also extends to relationships with reliable third 

parties where AUSTRAC explicitly notes the importance 

of considering negative press when establishing CDD.4

Reforms are broadening the 
scope of AML/CFT regulations 
to encompass a range of 
professions and industries
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  Hong Kong

The Hong Kong Monetary Authority (HKMA) states 

that acquiring additional customer information in EDD 

scenarios may include “information available through 

public databases.” In private banking, the HKMA 

mandates adverse media screening for potential clients 

and persons associated with the customer “as far as 

practicable”.5 The regulator’s latest guidance paper 

outlines triggering factors for filing suspicious transaction 

reports, including information from public sources, like 

adverse news.6 

HKMA’s 2024 priorities include a continued focus on 

anti-fraud, consumer protection, and strengthening 

AML and financial crime risk efforts in high-end money 

laundering and risk-based PEP guidance.7 The regulator 

continues its push towards the responsible use of 

technology and artificial intelligence (AI) to increase 

effectiveness, supporting investment in systems that 

facilitate advanced data analysis and investigation.8 In 

this context, FIs are encouraged to leverage technology 

to enhance their AML/CFT effectiveness, focusing on 

identifying and addressing emerging threats.

  Malaysia

The Bank Negara Malaysia’s (BNM) AML/CFT policy 

document highlights key factors for FIs to consider 

when determining customer risk. This includes examining 

exposure to customers whose beneficial owners or 

senior management appear in adverse news. In cases 

where higher-risk customers are identified, the document 

specifies that FIs must “obtain additional information on 

the customer and beneficial owner,” such as “information 

from public databases”.9 In a clarifying document, the 

BNM states that “additional information” may refer to 

“information obtained through either commercially or 

publicly available databases such as websites and news 

reports.”10 

Given the regulator’s recent release of updated 

guidelines in February 2024, FIs will concentrate on 

abiding by these stricter requirements, which align 

with international standards that mandate a risk-based 

approach.

  Philippines

In 2023, the Bangko Sentral ng Pilipinas (BSP) updated 

its rules for banks and non-bank FIs, emphasising the 

reporting of ML/TF and proliferation financing risks. If 

a FI’s assessment shows a material impact based on 

factors such as coverage in adverse media reports, it must 

report this to the BSP.11 This aligns with the Anti-Money 

Laundering Council’s guidelines, which state that adverse 

media exposure is a factor in informing customer risk 

classification.12

The Philippines is actively working to address deficiencies 

to exit the FATF’s grey list, focusing on enhanced AML/

CTF enforcement, risk-based supervision, enhanced 

access to beneficial ownership information, and 

additional controls in the casino junkets sector. While 

progress has been made,13 FIs can anticipate continued 

scrutiny, notably in CDD and reporting obligations. FIs 

should enhance their due diligence process to prepare, 

incorporating more sophisticated risk assessment tools to 

identify potential risk indicators, especially in sectors under 

heightened scrutiny.
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  Singapore

In its guidelines, the Monetary Authority of Singapore 

(MAS) emphasises the importance of checking customers 

against “relevant money laundering and terrorist financing 

information sources” during the CDD process.14 In April 

2022, MAS published a paper on strengthening AML/CTF 

name screening practices and details how FIs should 

“identify associations” through adverse media.15 The paper 

outlines common mistakes to avoid and highlights best 

practices like regular batch screening, the regular review 

of name screening parameters, and including customers’ 

former names. It notes the drawbacks of manual 

screening processes, including delays and human error 

risks, given the large amount of data involved.

Looking ahead to 2024, MAS is prioritising enforcement 

in the digital asset sector and maintaining a focus on 

asset and wealth management.16 This comes in light of 

the reputation-tarnishing S$2.4 billion money laundering 

scandal that refocused on this sector’s risks. The 

regulator is also heightening its crackdown on ML/TF, 

evident in the recent enforcement report, which noted 

a significant increase in enforcement actions over the 

previous reporting period.17 MAS is also set to expand its 

digital information-sharing platform, the Collaborative 

Sharing of Money Laundering/Terrorism Financing 

Information & Cases (COSMIC).18

Additionally and most recently, a bill has been proposed 

to enhance MAS’ investigative powers.19 For FIs, there 

will likely be a greater emphasis on enhanced information 

sharing and stricter compliance requirements. These 

changes call for a more sophisticated approach, leaning 

on technology to curb potential operational costs and 

complexity.

6

MAS notes the drawbacks of 
manual screening processes, 
including delays and human 
error risks
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Case Study

The Fujian 
Gang Scandal
 

The so-called Fujian Gang Scandal is Singapore’s largest money 

laundering case, which seized assets worth over S$2.8 billion.20 

Individuals from mainland China’s Fujian province were linked 

to organised crime syndicates engaged in online gambling, 

scam operations, and illegal money lending. The suspects held 

passports from multiple countries, including Cambodia, Cyprus, 

Dominica, Turkey, and Vanuatu, with some even being wanted in 

mainland China. 

Due to their nationalities, the FIs that onboarded these individuals 

likely failed to understand their links to China accurately. The use 

of shell companies added more complexity to the case. The case 

highlights the need for more robust screening, including the role 

of adverse media and other public domain sources, such as social 

media, to identify risk signals. Importantly, this includes multi-

script and multi-language screening.
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APAC–specific 
challenges 

An example of transliteration 
involves a name written in  
the Japanese Kanji script:  
‘歌川豊春’ transliterated 
to Latin script as ‘Utagawa 
Toyoharu’ 8

Language

APAC is one of the world’s most linguistically diverse 

regions, with many countries having multiple official 

languages with distinct alphabets. This rich linguistic 

profile means a careful approach to transliteration is 

necessary. Names can change significantly between 

languages, and it’s common for companies and 

individuals to have variations of their names, reflecting 

the local language phonetics. Here, multi-script language 

screening is crucial. Adverse media screening tools must 

be able to detect these name variations, along with any 

aliases, across a spectrum of languages, characters, and 

scripts in both transliteration and translation form.

Natural Language Processing (NLP), a subset of machine 

learning and AI, is particularly valuable in this context. 

NLP uses algorithms, contextual understanding, 

language-specific rules, and semantic analysis to 

translate words accurately. NLP’s advanced capabilities 

also account for regional variations in pronunciation 

and naming conventions, which are vital to ensure that 

nothing is overlooked.

Disparate data

In addition to its linguistic diversity, APAC has a varied 

regulatory landscape. Each country in the region 

adheres to its own regulatory framework, leading to 

differences in the types of data accessible to the public 

and internal compliance teams. Local, country-specific 

data protection regulation sometimes even allows for 

removing unfavourable content from the press, further 

obstructing the information openly available.21 

The differing data formats and standards across 

countries make establishing a consistent and thorough 

adverse media screening process challenging. 

Sophisticated tools are required to aggregate and 

analyse the wide range of local and national news. These 

solutions can quickly examine this diverse data, delivering 

intelligent and streamlined insights.
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3

Bribery and corruption

Corruption remains a challenge in the APAC region. The 

latest Corruption Perception Index by Transparency 

International reveals a stagnation in the battle against 

corruption, with the region’s score remaining unchanged 

for the fifth consecutive year.22 Many countries have 

witnessed a lack of effective implementation of official 

anti-corruption agendas.

The year 2024 is pivotal for elections in APAC. While 

some elections have already concluded in the first part 

of the year, important ones are yet to occur. Regime 

changes, which alter the Politically Exposed Persons 

(PEP) landscape and warrant enhanced scrutiny and 

vigilance by FIs, may also involve substantial legal 

reforms. Political transitions can trigger anti-corruption 

drives, increasing allegations of bribery, investigations, 

and arrests. FIs must prepare to account for the 

consequent rise in media coverage involving allegations, 

emerging scandals, or disclosure of documents. 

Sanctions

Global focus is intensifying on sanctions, especially 

those targeting Russia and the Middle East for human 

rights abuses and corruption. In APAC, attention is on 

the growing tensions between China and Taiwan. This 

friction has prompted banks to prepare for potential 

trade sanctions through scenario planning and setting 

up contingency units.23 Sanctions often encompass 

a broad spectrum of activities and entities, requiring 

a deep and more holistic understanding of financial 

networks to counter evasion tactics. Such tactics involve 

complex ownership structures designed to obfuscate 

illicit activities, making the sole reliance on traditional 

watchlists insufficient.

Adverse media screening is increasingly essential in this 

context. It provides a comprehensive view by connecting 

the dots between structured data in traditional 

databases like sanctions and PEP lists with vast, varied 

unstructured data in media reports, identifying risks in 

unlisted individuals or entities.

9
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Opportunities 
for FIs 
Technology eases compliance burdens

Consistent with global trends, many APAC countries can 

anticipate more stringent regulations and soaring fines. 

Under these circumstances, adverse media screening is 

pivotal for FIs to avoid potential red flags, quickly mitigate 

risk, and maintain compliance. But to do this effectively, 

advanced tools are required.

Sophisticated screening solutions that use AI, data 

analytics and advanced automation are required to handle 

the vast volume of ever-growing online information 

effectively. Particularly, NLP-driven tools are crucial 

for reducing false positives. By effectively extracting 

meaning from text, they skillfully distinguish between 

genuinely negative press and benign references. This 

results in alerts only when the subject is truly negatively 

represented. For example, in a sentence where a subject 

is speaking at a conference about money laundering, 

NLP can discern that the subject is discussing the topic, 

not implicated in it. This ensures that the article is 

not mistakenly flagged for review, allowing quicker 

decisions and lowering operational costs.

Combining NLP with name-matching algorithms is 

key to multi-script language screening, crucial in the 

linguistically diverse APAC region. Capable of handling 

various languages, transliterations, and translations, 

this combined approach ensures contextual accuracy 

while considering duplicate stories and similar-

sounding names. FIs can accurately match customer 

names with media sources in non-Latinate languages 

while considering regional nuances. This technology 

allows teams to conduct more thorough and effective 

risk scrutiny, minimising the risk of potential oversights.

Adverse media screening is 
pivotal for FIs to avoid potential 
red flags, quickly mitigate risk, 
and maintain compliance

Global Perspectives on Technology in 
Adverse Media Screening

Leading global authorities on AML/CFT, such as 

the FATF and the Wolfsberg Group, have already 

emphasised the importance of technology in 

adverse media screening. The FATF specifically 

highlights new technology’s potential for making 

AML/CFT “faster, cheaper and more effective” and 

holding “great potential to improve the compliance 

processes” for client screening.24 The Wolfsberg 

Group’s comprehensive paper on negative news 

screening points out the limitations of standard 

internet search engines like Google or Bing. These 

search engines are described as “algorithm-driven 

mechanisms” that “filter out content to match 

individual browsing preferences”, resulting in 

inconsistent results depending on the user.
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Case Study

Leading Hong Kong 
Bank Improves Risk 
Detection with NLP 
In September 2023, the HKMA published a case study on a 

Tier 1 Hong Kong bank, which successfully implemented AI 

and NLP technologies to enhance its adverse media screening.25 

This approach significantly improved the efficiency and accuracy 

of the screening process, addressing challenges such as slow 

manual methods, data credibility, misidentification, duplication, 

and multilingual complexities. Ultimately, the bank’s risk 

detection capabilities improved, allowing it to identify previously 

unknown risks and apply EDD measures. The effectiveness of 

the NLP integration was measured through both qualitative and 

quantitative metrics, highlighting its impact beyond just reducing 

false positives. 
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AI and Generative AI

As AI evolves, it is both a challenge and an opportunity 

for anti-financial crime efforts. On the one hand, the rise 

of Generative AI (GenAI) and large language models 

(LLMs) has brought negative effects, like their use by 

criminals in social engineering schemes or in creating 

convincing deep fakes to bypass an FI’s controls. On 

the other hand, they also offer significant potential 

benefits in improving operational efficiencies. In adverse 

media screening, GenAI can concisely summarise 

vast information to aid and streamline an analyst’s 

investigation. It can also provide clear narratives and 

automate tasks, speeding up decision-making. 

 

Hong Kong has led the way in GenAI adoption. According 

to a recent survey, 38% of FIs in the jurisdiction have 

begun deploying it, surpassing the global average 

adoption rate of 26%.26 Singapore is another leader in AI 

and technological innovation, with MAS collaboratively 

authoring Project Mindforge, a report that explores the 

opportunities and risks associated with GenAI in banking. 

The report focuses on new risk elements beyond those 

posed by ‘traditional AI,’ evaluating them at different 

stages of its lifecycle.27 In parallel, Singapore recently 

committed to an investment of over S$1 billion to boost 

AI’s capabilities as part of its National AI Strategy 

2.0.28 This follows already-existing initiatives for the 

responsible use of AI in the financial sector.29 

The future will undoubtedly see an expanded role for AI 

and GenAI, driving the development of new guidance and 

best practices and augmenting the current AI regulatory 

frameworks set by authorities. As these technologies 

evolve, it’s crucial for forward-thinking FIs to proactively 

explore their responsible integration to enhance 

efficiency and effectiveness within their teams. 

CONTENTS
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As FIs in the APAC region contend with challenges including 

regulatory complexities, linguistic diversity, and shifting political 

dynamics, they have a massive opportunity to harness advanced 

technology like AI to bolster anti-financial crime efforts. Adverse 

media screening tools backed by NLP allow firms to identify 

and quickly mitigate potential risk indicators across languages, 

integrating multi-script language screening to navigate a diverse 

linguistic environment. 

Because of the vast and varied data that requires analysis, 

regulators increasingly expect FIs to integrate AI-driven solutions 

as a practical and necessary element of a risk-based approach, with 

Singapore and Hong Kong leading the charge. Against this backdrop 

and a broader push for a risk-based approach across all APAC 

jurisdictions, innovative FIs must proactively explore and integrate 

these sophisticated adverse media screening tools to remain 

effective and compliant. 

Conclusion
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About Ripjar Banks, governments, financial institutions and enterprises worldwide 

trust Ripjar to monitor and investigate threats, risks, and criminal 

activity. Ripjar’s Labyrinth platform combines best-in-class natural 

language processing, machine learning, entity resolutions, automation, 

data visualisation and security to provide users with clear, precise 

answers to their most important questions. Ripjar was founded in 2013 

by former British Intelligence technologists, and is headquartered in 

Cheltenham, UK. 

Learn more at ripjar.com

Labyrinth Screening

Ripjar’s industry-leading Labyrinth Screening product brings innovation to 

all areas of adverse media monitoring, sanctions and watchlist screening. 

Processing millions of media articles each day, Ripjar’s data-agnostic 

processing hub utilises AI-powered natural language processing to 

extract meaning from large quantities of data.

Next-generation AI Risk Profiles save analysts time by assembling 

information into single 360o profile views for people and companies, 

identifying areas of relevant risk across sanctions lists, watchlists, 

adverse media and PEPs. AI Summaries enhance this by using 

generative AI to provide a clear, concise summary of adverse media risk. 

Compliance Copilot can further support analysts with handling alerts and 

assessments, providing fast, unbiased decisions and recommendations.
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